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TEN VEHICLES STOLEN EVERY DAY

The Times of India Date: 17.03.2018

COLONIES, PARKING LOTS | 3 TIMES. C ITY

Awareness must to prevent youth
from falling into dark web: Experts

Seminar on
Cyber Security

GREY SHADES OVER WORLDWIDE WEB

CYBERCRIMES ARE OF THREE TYPES:

i Cyber warfare: Related to terrorist activities across the globe 2 L ¢ - 5 L

H eld In C|ty Corporate cybercrimes: Involve government and companies e B,
Citizen cybercrime: Involves citizens - o . .y g 3

st CITIZEN — A : Rk
@timesgroup.com FINANCIAL THEFT CYBERCRIME search examination and : : i }?

1, Password Based financial analysis 7 ; i L

&dugﬁs MP hﬂls feﬂ anum- | a, Take It - Wishing calls, debit 2. Voluntary Scams ;
0l cases related w perso- i ichi 1 . :
on dark web. MP cyber cell b. Steal It - virus injection, skimming, relationship scams, romance scams, * r L
had recently unearthed a brute force attack software, juice matrimonial scams, stock market . . |
scam in which eredit and de- jacking, femtocell, NFC Hacking scams, Migerian scams, money = {:..f
bit card details of the locals | c, Engineer It - Facebook monitoring, | Mule-ing s g
were available online for as | social media monitoring, Google b. Forge It - Ransom ware, sextortion eminar organized 2 aishnav Vidhyapes
low as Rs100. avidyalaya on Frida :
Speaking about it, cvber i
experts at a seminar oft cyber INFORMATION THEFT SOCIAL MEDIA CRIMES :

security held at Shri Vaish-
nav Vidhyapeeth Vishwavi-
dyalaya claimed that the cre-
ditcards canbeduplicated ea-
sily and used in different co-
untries as they do not have a
second factor authentication
system there. The transac-
tions are notbased on OTP sy-
stem. According to cyber ex-

1. Direct from citizen —
Virus injection, insider

4 theft, spear phishing,
@ honey trapping, bugs intro-
2 duction, pre-programming
2. Database hacking —
Bank servers, i-cloud,
Adhaar database,
corporate servers

1. Cyber Bullying, stalking, grooming, paedophile,
obscenity, prank posting, inappropriate content,
cyber terrorism, cyber spying, fake profiling,
morphing

2. Real world crimes = e-pick pocketing,
e-burgalary, murder, kidnapping, riots, rapes,
eve-teasing, outraging modesty,

intimidation, blackmailing, impersonation,
defamation, communal and caste violence

pert Ritesh Bhatia, the accu-
sed, who stole the credit card
details of people ondark web,
used itabroad becausesecond
factor authentication is not
followed in those countries.

“The moment you give them
yourcreditcard, they justswi-
pe itand use it. This is the rea-
son why the aceused are stea-
ling the information and
using itelsewhere,” he said.

Using a skimming device
or a cloner, the data is trans-
ferred to a normal card and it
isgiven the same look and feel
and it can be used anywhere
abroad, said the cvber expert.

“Without even looking at
the CVV or the back side of
the card, one can copy all the
details of a credit card based
on the information available
on dark web," he said, adding
that a chip-based card should
always be preferred because
it is comparatively difficult to
hack it. Giving details about
the dark web, Bhatia said that
whatever internet is seen is
just 4% of the World Wide
Web, rest is deep and dark
web, Dark web is a virtual un-
derworld, where everything
is anonymous and unmonito-
red, away from the pryingey-
es of intelligence and law en-
forcement agencies across
the globe. Drugdealing, arms
trading, hacking, prostitu-
tion, phishing, scams, frauds,
terrorism and many such ma-
licious activities are done
anonyvmously via the dark
web, which isa partof intrica-
te networks of the deep web.
“Even when [ was skeptical
on whether tospeak to the yo-
uths about this topic, 1 feel
there is an urgent need to ma-
ke the generation aware abo-
ut what canhappen if theyco-
me in contact with such peo-
ple," hesaid.

Need strong national policy to
keep check on financial frauds

Dr S Amar Prasad Reddy

Director general, national cyber
. safety and security standards

B What is the key purpose of educa-
ting vouihs on cvber security and
holding such seminars?
A:Thekeyvthing isthatweare lacking
in resources in this sector. There is a
heavy demand in the industry and we
do have theoretically learned people
but there is a lack of people with prac-
tical exposure. The purpose of our
visitistospeaktostudents about care-
er opportunities in this less explored
Field.

B There has been increase in cyber-
attack incidents. What should go-
vernment do?

A: For example if a private company,
which takes care of government in-
formation, like IRCTC is hacked, go-
vernment will face problem as it is
theirdatawhich is on stake. It is here-
by theduty of the government tomake
sure that evervone’'s data is safe.

B Howdoyouthink bank detailsare
heing compromised on dark web?

It is being done to a great extent.
Banks are obviously not selling the
data. The problem lies in third parties
which collaborate with banks. Banks
have a lot of third parties like credit
card, loanand insurance that work for
them and banks give their data to the-
se companies. It is from here that the
data is compromised.

B How can such a thing be tackled?
How does one save his bank detfails

insuchascenario?

A: India is based on rural economy
and after Digital India movement
most of the people have started doing
online transactions. India, however,
hasonly has 30% digital literacy. Whi-
le most of the people say that they are
digitally literate, only 5% are techno-
crats, rest are digitally illiterate.
Banks cannot send messages saving
don't give OTP to people living in ru-
rallndia. They don't understand what
OTP is. Instead, Central government
can instruct bankers to not sell their
products over phone, mail or messa-
ges,

8 How do the accused target people
Joronlinefrauds?

A Even Karnataka ex-DGP, Army-
men and some Central ministers have
lost their money to financial frauds
via phone calls. [t is very natural that
people would believe what the person
says over the phone. So, instead of
educating 1.3 billion people, wehaveto
bring strong policy to cut down finan-
cial frandsanditcan only be doneona
national-level. The accused can avoid
getting caught very easily Adhaar
cards of people living on the streets
from a state far away are targeted, a
bank account in his name is created
and the amount is transferred in it.
Police tend to catch such people, who
will thereby be of nouse and the main
accused cannot be caught.

B Mobile payment wallet scams are
also on rise. How can residents ma-
ke sure that they don't fall prey to
suchthings?

: We use all applications like banking,

games, social networking and others
on one smart phone. If one malware is
put in your mobile phone, the entire
phone canbehacked easily Justausu-
allink toasongoragame canhack vo-
ur phone and infest it with a malware.
You should use two mobile phones.
One should be used for bank transac-
tions and emergencies and the other
one for personal purpose. The perso-
nal number should not be shared with
bank people and bank number should
not be shared with the social contacts.

B Whatdoyouthinkarethe consequ-
encesof dark weband its usage?
A:Dataisamajor thing forforeign co-
untries and they areready toshell out
crores for it. Recently, 1.7 million data
of a famous restaurant information
company was compromised and sold
to hackers for just Rs 500 on dark web.
If such is the condition, vou can ima-
ginehow vast is the dark web and how
easy it is for people to steal informa-
tion through it.

B Many cases of cyher threats to yo-
ungsters are coming up. Would you
like to share some anecdotes with
them?

A: Young girls face problems when
objectionable videos are uploaded on-
line. I receive many such complaints.
What we don't know the video once
uploaded on the internet is shared
with 3 lakh servers simultaneously. It
islike a supply chain and onceshared,
the videocannot be taken back. [tis al-
most impossible to get it removed
from the internet. We can make sure
that it is not shown in India, but can-
not take care of the rest.



